Federated Identity Management and WebServices Framework for Broadcasting
- Communications Hybrid Services
Recently, a fusion of broadcasting and communications
is accelerating. Under this circumstance, it is expected
that television will provide not only public information
but also personalized information depending on
individual needs. In this article, we describe federated
identity management and web-services framework that
make it possible for broadcasters to provide personalized
services to individual viewers securely.

1. Introduction

July 2011 will be the month in which Japan completes
its transition to digital terrestrial broadcasting. This
situation encourages viewers to buy or update televisions
to ones able to receive digital terrestrial broadcasts and
have communications capabilities. An NHK survey
conducted at the end of December 2010 has revealed
that approximately 100.3 million units (including digital
tuners and cable TV set-top boxes (STB)) have been sold
to households, and that number is growing steadily.
Television has always been a public broadcast
medium, but with the introduction of communications
features to receivers, it now has the capability to provide
personalized and on-demand services that can meet the
individual needs of viewers. In fact, some broadcasters
are now starting to offer communications-enhanced
services for television. For example, they are developing
interactive data broadcasting services, which enable
viewers to answer quiz questions or apply for the presents
offered by television program. They also have started
on-demand video services such as NHK On-Demand,
which began in December 2008. Such communicationsenhanced services are gaining a growing number of
users1). However, the communications-enhanced services
currently being developed by broadcasters are limited
to those handling content and resources managed
by themselves and do not yet consider individualized
use adequately. In order to stimulate the use of
communications services offered through television, it is
necessary to make a rich variety of content and resources,
including personal information managed by not only
broadcasters but also other businesses, accessible.
At NHK STRL, we are conducting research toward
making television a means of obtaining personalized
information and enabling viewers to use various services
securely through a communications network.
In this article, we shall briefly discuss issues related to
using personalized services through the television and
describe identity federation technology between multiple
services. We will also describe a prototype authentication
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federation system for providing personalized services,
the goal of which is to enrich communications services
offered through television.

2. Expectations and Issues using Televisions for Personalized Services

Personalized services have been developed in various
fields recently, and NHK also began its "NHK Net Club"2)
membership service in 2009. Frameworks for individuals
to obtain information themselves through the network
are also being studied in the field of government, with
initiatives such as the introduction of a citizen ID system
together with implementation of a citizen-oriented
eGovernment, and key policies for the study of service
frameworks in the medical field that will allow individuals
to access their own health and medical information3).
In order to provide these personal information to each
user securely, each service provider must manage user
identities, including the user's ID, credentials (passwords,
etc.), and attributes (address, age, etc.) and provide
services as appropriate according to user authentication
result.
Personalized services have been thought of as provided
mainly through PCs, but for them to be truly popular,
they should be accessible through a variety of means
besides PCs. In particular, it is hoped that televisions
could be used as a familiar access point to obtain
personal information because they are present in a high
proportion of households and convenient to use.
To use televisions for personalized services, the
following requirements must be met.
(1) Authentication effort must be reduced.
Unlike PCs, televisions do not provide an interface
such as a keyboard or mouse, so there is a concern
that input operations such as entering the user ID and
password for authentication will be difficult for users.
This burden might become even heavier if the user tries
to access a number of personalized services. In order
to use multiple personalized services conveniently,
the authentication process must be made easier, while
ensuring the security of the identities that these services
manage independently.
(2) Personalized services must be used securely.
Personalized services might have to handle highly
confidential information such as medical or financial
data. With such privacy-related information, care must
be taken in order that the information does not leak to
third parties outside the service providers that hold the
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Figure 1: Personalized services in a broadcasting-communications
strengths of television.
hybrid environment
When
using
the
television
for personalized services, we can hope to increase share authentication information or attributes securely
convenience for users, and also improve services in ways within a trusted circle, and which enables service
that take advantage of characteristics of television, such providers to manage user identities individually. The
SAML specification is based on eXtensible Markup
as linking to broadcast programming.
In this article, we refer to personalized services that Language (XML), so it also has the benefit of being very
satisfy these issues and provide personal information extensible.
securely and easily as "personalized services in a
broadcasting-communications hybrid environment".
Such a service is portrayed in Figure 1.
4. User Authentication and Device Authentication
Considering the performance and simplicity of
introduction with current televisions, a user ID and
password should be a suitable form of authentication
3. Identity Federation between Multiple Services
There are a number of methods for managing user for using personalized services through the television.
identities effectively among multiple services, including However, for services requiring a high level of security,
OpenID4), which utilizes a single, unified ID with mul- a more robust form of authentication may occasionally
tiple services, and Security Assertion Markup Language be required. Thus, in addition to user authentication
(SAML) 5) , which builds trust relationships between ser- using an ID and password, we studied a more secure
vices (a circle of trust) beforehand for federated identity authentication that verifies whether or not the device
that the user is using is pre-registered as a household
management6).
OpenID is a decentralized model that does not require television. Using different elements to authenticate is
trust relationships or identity links to be established ahead called two-factor authentication, and it is adopted in
of time, and this simplicity has lead to broadening usage some of the services as a relatively easy way to strengthen
for popular Web services. However, OpenID involves an authentication7).
exchange of information with unique ID described in
By checking both user authentication and the
Uniform Resource Locator (URL) or eXtensible Resource legitimacy of the device being used, we can increase
Identifier (XRI), and it might present a higher security risk the security of authentication. It also enables service
than SAML. On the other hand, with SAML, each Service providers to control access flexibly according to the users'
Provider (SP) can protect the user identities managed by viewing environments, such as by limiting a service to
themselves, while an Identity Provider (IdP) manages registered televisions within a household.
links between the scattered identities of the services
within a trusted circle. A pseudonym different from the
actual ID is used when linking identities. This avoids 5. Authentication Federation System for Personalany chance of the real user ID being leaked or a breach ized Services in a Broadcasting- Communications
of privacy by tracing user’s name, yet allows security Hybrid Environment
information such as authentication, authorization, and
We now introduce an authentication federation
attributes to be exchanged.
system for personalized services in a broadcastingFor these reasons, we decided to develop an communications hybrid environment, which we have
authentication federation system based on SAML, to developed based on the considerations described above.
The system allows viewers to use personalized services
from NHK and external service providers securely and
*1
easily through data broadcasting service.
A physical device required for use of the service.
Communications service
(Shopping)
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extended the SAML protocol so that
the management and authentication
of user devices can be done by specific
service providers, and the result of
this authentication can be associated
with the user authentication result
and shared within the trusted circle.
In this way, even if a service provider
does not manage and authenticate
the device being used, it can use the
two-factor authentication result, and
can flexibly provide services that
take the user's access environment
into account9). The authentication
mechanism for the system is shown
in Figure 2.

5.2 Exchange of Attribute Data
New kinds of personalized services
User
that use broadcasting as a starting
Figure 2: Authentication-federation framework for personalized services
point can be provided when they
in a broadcasting - communications hybrid environment
are implemented together with
IdP(Identity Provider)
broadcasting services, such as
Trusted circle
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New
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Presentation
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(7) Service response
broadcasting-communications
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hybrid service must be distributed by
new notifications, etc.)
(9) Personal
the broadcaster.
(1) Service request
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With this system, some of the
attribute data that is not particularly
confidential, such as user-menu,
presentation-style data, and existence
Figure 3: Attribute exchange framework
of new information, can be retrieved
from external providers by the
broadcaster and presented within the broadcaster's data5.1 Single Sign-on through Federated Authentication of broadcast framework to present services suited to the
user and deliver notifications on a per-household basis.
the User and Device
The
authentication
federation
system
uses For the attribute data exchange framework, we used
pseudonyms to link identities within a trusted circle, the ID-Web Service Framework (ID-WSF)10) specification
formed beforehand among the NHK membership service created by the Liberty Alliance Project. The process of
(SP-A), external services (SP-B), and the IdP. The IdP exchanging attribute data is shown in Figure 3.
provides centrally managed authentication information
in the form of certificates called assertions. In this way, 5.3 Secure Presentation of Private Information
the user is able to perform authentication once and then
For linking to public services, which handle personal
use multiple personalized services (single sign-on)8).
information related to health or social security, such
User is authenticated by the IdP, which links and confidential information shall not be sent via the
manages user identities. But identifying information broadcaster, and must be provided directly to the
or authentication procedures for televisions or other user. With this system, the television obtains detailed
devices are often managed exclusively by a particular personal data directly from the external provider in
business such as the vendor*2 or platform operator. XML format and a presentation template from the
Making all service providers manage device-related
information separately leads additional risks in terms
of cost and security. To deal with these problems, we *2 The company or manufacturer of a product, etc.
* Conditional Access Systems ID
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Figure 4: Transition of screens for receiving the personalized services

broadcaster as a stylesheet in XML Stylesheet Language
Transformation(XSLT), as shown in Figure 3. And then,
it transforms them into Broadcast Markup Language
(BML), which is a language for describing data broadcast.
In this way, the television can render the personalized
service in the BML browser11).
Figure 4 shows how such personalized services can
be provided. Figure 4 (a) shows the screen of broadcast
program. The broadcaster uses the attribute data exchange
framework to check whether there is any new information
for the user at any of the service providers within the trusted
circle. If new information is detected, it notifies the preregistered television of the existence of new information.
The television receiving the notice displays a message on the
screen, which let the users who are watching the television
know the existence of new information.
Figure 4 (b) shows the login screen to use a personalized
service. The user is asked to enter a user ID and password,
and both the user and the device are authenticated.
As described in Section 5.1, when both of these are
authenticated once, the authenticated user can use not
only NHK membership services, but also various other
personalized services within the trusted circle.
Figure 4 (c) shows a screen displaying personal
information managed by an external service with a
screen template provided by the broadcaster. For example,
the user can continue viewing the health program based
on the data broadcast service, while securely viewing his
or her health data obtained directly from the external
service, within the red-framed, external-data presentation
region. It is possible to link to on-demand services, such as
displaying programs related to the content being viewed.

6. Conclusion

In this article, we discussed identity-management
technologies to allow viewers to easily and securely receive
personalized services in a broadcasting?communications
hybrid environment. The identity web-services federation
framework between broadcaster's services and external
services enables viewers to enjoy various personalized
services without interrupting the broadcaster's service. In
the future, we will work on creating more sophisticated
communications services linked to broadcasting.
(Chigusa Yamamura and Arisa Fujii)
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