
STRL and Mitsubishi Electric Corporation have
developed a real-time watermarking  system for
video.

Technologies to protect copyrights are becoming
very important because digital technologies provide
an easy means for anyone to copy or edit digital
contents. It is thus necessary to legislate new
copyright enforcement laws and to develop
technologies to prevent illegal copying or editing. 

There are two methods to protect the rights of
digital contents. One is encryption and the other is
watermarking. Encryption is used everywhere to
protect contents by "scrambling" them. Although
scrambling is a variable method, any subscriber who
has a key to decrypt a specific content can copy that
content freely. 

Watermarking is a technology that embeds
copyright information in contents directly. The
information adheres to them no matter how many
times they are copied. Watermark systems for still
pictures are being sold on the market to protect the
contents of Web sites. They work on personal
computers or on engineering work stations. However,
it is impossible to use them for video. Generally when
we embed information in contents or detect it in the
form of a watermark, a lot of complex calculations
are needed. It may take several seconds to embed or
to check for watermarks in only one still picture, even

if we use a high-performance computer. To show
normal video, a computer must process 60 pictures
per second; thus conventional watermarking places
an impossible workload on today's personal
computers.

We have developed a real-time watermarking
system that comprises an embedding device (Figure
1) and a detecting device (Figure 2), to solve the
above problem. Both of them work in real time for
SDTV signals.

There are two requirements that must be met for
watermarking techniques to be compatible with
video contents. One is that the watermark process
must not affect the picture quality. The other is
tolerance against some kind of signal processing. In
particular, tolerance with respect to the MPEG-2
standard, which is used as a data compression
system in broadcasting, is very important for
broadcasting use. Regarding these requirements, we
have experimented with several kinds of video
images and have gotten good results. 

We will check the validity of this system in
processing a large variety of video images and
improve the algorithm that works with this
hardware. We will also extend the range of image
types that this system can handle to include HDTV
images.

Real-time Watermarking System for Video

Figure 1: Watermark Embedding Device

Figure 2: Watermark Detecting Device
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